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Abstract — Multi-Agent System (MAS)
architectures can be used for e-Business
application due their flexibility, scalability and
interoperability. Agent ownership implies that
a specific person or organization (the owner)
is responsible for the agent’s actions. Agents,
whose ownership was certainly fixed, could
operate on behalf of their owner to make
transactions, to buy or sell products. Security
requirements in the agent ownership setting
process are the identification of the owner
and the protection of the identification
information carried by an agent. In this paper,
we investigate the possibility of using
biometrics in mobile agent systems for owner
authentication. Biometric features can be
used in both agents ownership setting
process and in the protection of the agents
information. Certification Authorities could
also check against the owner reputation level
before grant or deny permission of
performing certain actions. In order to show
the feasibility of the approach, the proposed
techniques have been implemented and
tested as an extension of the JADE-S
platform.

Index Terms — agent ownership; biometric
authentication systems, multi-agent systems
security.

1. INTRODUCTION

A n e-Business agent community is a
self- organized virtual space consisting
of a large number of agents and their
dynamic environment. Within a community,
highly relevant agents group together
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offering special e-Services for a more
effective, mutually beneficial, and more
opportune e-Business. Each agent
community consists of agents specializing in
a single domain/sub-domain, or highly
intersecting domains. AGent Service
Providers (AGSP) could provide a network
infrastructure with strong network servers
and local workstations to allow people use
agent-services provided by them.

A mobile agent can be owned by individuals
or organizations. An agent owner can use
his/her agent to carry out tasks to fulfill its
own purposes. Owners can offer agent
services to individuals or organizations that
are not in a position to own an agent.

Agent ownership implies that a specific
person or organization (the owner) is
responsible for the agent's actions. Yip and
Cunningham raise several issues regarding
software agent ownership, such as the
related legal hurdles because exiting law
does not support the ownership of an active
software instance [3]. In a framework
supporting agent ownership, agents could
be legal entities employed to bring their own
principal into contractual relations with third
parties. The  authentication process
establishes the identity of each owner and,
consequently, of each agent. A policy,
based on the previous identity, can
determine the access level of an agent in e
Business systems, the permission to access
to certain resources or perform certain
tasks. The Agentcities Security Working
Group has defined a set of security
requirements identified for multiple agent
platforms active in open distributed multi-
domain networks. Among the application
driven requirements, user authentication
based on both invasive and non-invasive
biometric features is suggested [1].
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Security requirements in the agent
ownership  setting process are the
identification of the owner and the protection
of the identity information carried by an
agent. The first issue deals with the user
authentication process while the second
issue deals with information encryption
technigues and certificates.

High security authentication system
design still remains an open problem.
Complex passwords are easy to forget while
simple password are easily guessed by
unauthorized persons. An unauthorized
person, by stealing a trusted
username/password pair, can gain access
into a system and run malicious agents to
perform unauthorized transactions. The
original owner will be the legal responsible
of these actions.

In a mobile-agent framework, biometric
based authentication systems can be used
to improve the owner authentication process
security. So, it is possible to authenticate an
individual’s identity based on “who the user
is”, rather than by “what the user has” (e.g.,
an ID card) or “what the user remembers”
(e.g., a password) [7], [26]. As a
consequence, agent and owner reputations
are strictly related and they can be
considered as a single entity. A network
authority can temporarily or permanently
suspend or revoke digital certificates to
untrusted agents (users).

In this paper, the mobile agent ownership
issue is addressed by introducing biometric
based systems in the user (owner)
authentication process.

Biometric features are conveniently
divided into two main categories. The
physiological features include face, eye
(normally, retinal or iris patterns),
fingerprints, palm topology, hand geometry,
wrist veins and thermal images [29],[30].
The behavioral features include voiceprints,
handwritten signatures and keystroke
dynamics. In general, physiological features
have been more successful than behavioral
features to implement authentication
systems d such characteristics. This is not
difficult to understand: physiological features
essentially do not vary with time, whereas
behavioral features such as signature and
keystroke dynamics may change greatly

even between two consecutive samplings
[291,[30].

A biometric based authentication process
is based on two sequential phases. In the
enrolment phase, the system acquires
individual biometric information like a kind of
registration template. In the matching phase,
the currently acquired biometric information
is compared with that stored in order to
determine whether or not they belong to the
same person.

A fingerprint based authentication system
for the JADE-S platform has been proposed
by the authors in [2]. JADE-S is a FIPA
(Foundation of Physical Intelligent Agents)
compliant multi-agent platform supporting a
username/password based user
authentication process. JADE-S is formed
by the combination of the standard version
of JADE with the JADE security plug-in [10],
[11].

In this paper, we will address the
possibility of using biometrics in mobile
agent systems starting from the above
implementation. Biometric features improve
the security in owner authentication, since
an owner will be authenticated with his/her
intrinsic bodily characteristic. A mobile agent
proves its identity by showing its Identity
Certificate, signed by a Certification
Authority. Using digitally-signed certificates
with biometric information, the platform can
be sure of the agent owner identity. The
Certification Authority could also check
against the owner reputation level before
granting or denying permission to perform
certain actions.

The paper is organized as follows. In
section 2 the implications of agent
ownership on agents trust and reputation
are briefly discussed. In section 3 a brief
description of the common biometric
features used for human authentication is
reported. In section 4 the implementation of
the proposed extensions in the JADE-S
platform is outlined. Finally, in section 5
some considerations about owner privacy
are reported.

2 .TRUST AND OWNER REPUTATION

The problem of trust has many
implications in  an open distributed
environment. In e-business transactions, an
agent needs to decide, when another agent
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is encountered in the network, if that new
agent can be trusted or not.

Many researchers treat ownership as a
passive ingredient of trust. In [13] Jurca and
Faltings proposed to link agent trust to the
agent reputation, i.e. the collection of the
agent related information about its past
behavior. Rahman and Hailes [12] have
proposed a distributed trust model based on
the assumption that an agent will be able to
keep a history of interaction with other
agents and hence assign different level of
trust to the peers. However, as pointed out
in the scenarios, it is not always possible to
obtain the necessary records to decide the
level of trust towards an agent, especially
when there is no direct relationship between
the real world legal entity and the software
agent representing it.

In the multi-agent system design phase, it
is essential to provide individual agents with
various forms of social awareness in order
to support rich collaborative behavior [4], [5],
[6]. Mamdani and Pitt [5] have suggested
that an agent should be able to express the
fact that an agent is owned by some human
entity. Furthermore, the agent should be
able to reason about the consequences and
responsibilities of the delegation.

In agreement with Yip and Cunningham
[3], secure wuser authentication helps to
sustain a trust model including agent
ownership. Here, we distinguish two
different types of owner:

- The authors are people or
organizations that write programs to
execute an agent;

The senders are people or other
entities that send agents to act on their
behalf.

In the mobile agent identification issue,
X.509v3 digitally-signed certificates,
containing owner biometric information, can
be adopted. Certificates are useful for agent
authentication as well as to carry information
about Agent OWner Reputation (AOWR).
AOWR can be included in digitally-signed
certificates and used by platforms and
agents to grant or deny permission to a
mobile agent. A trusted multi-agent platform
with agent execution tracing capabilities can
decrease AOWR for authors and senders

whose agents are malicious or untrusted. An
enabled Certification Authority (CA) can
temporarily or permanently suspend or
revoke digital certificates of untrusted
agents/owners.

3. BIOMETRICS FOR AUTHENTICATION

Mobile agent ownership requires reliable
personal recognition schemes to determine
and confirm the identity of an agent.
Common authentication systems for multi-
agent platform are based on username and
password. Three well-known user
authentication systems are Kerberos,
NetSP, and SPX [23], [24], [25].

Therefore, the above approaches are
based on username and password with the
use of cryptography techniques to protect
data integrity from possible attacks. Using
biometric features, we introduce a second
security level in the user authentication
process.

The following two procedures are
generally used for identity verification with
biometric features [14]:

- enrolment: the system acquires an
individual  biometric  information
building a template;
matching: the acquired biometric
information is compared with the
stored individual biometric
information to determine whether or
not they belong to the same person.

Different biometric features can be used in
the user identification process. Some of
these features can be considered invasive
biometrics (e.g. fingerprints, retina) and they
may not be desirable as they infringe on
privacy, others that are not unique or robust
(e.g. hand geometry, voice) are less
invasive. User authentication systems can
be divided into verification and identification
systems. A verification system performs the
comparison 1->1 between the sensor
acquired biometric features and the single
related stored item. An identification system
performs a comparisonl-> many between
the sensor acquired biometric features and
many stored items in order to individualize
user identity within a group of enrolled
users.
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The most important parameters to
evaluate a biometric based authentication
system are the Genuine Acceptance Rate
(GAR) and the False Acceptance Rate
(FAR). False accept errors are very
dangerous for an authentication system, so
FAR value is very restrictive. FAR common
values range from 102 (basic security
applications) to 10® (high security
applications).

In what follows, a brief description of four
primary methods of biometric authentication
are reported.

A.  Voice recognition.

The authentication process is based m
some major characteristics such as
cadence, frequency, pitch and tone of an
individual’'s voice. Common implementation
of voice based authentication systems give,
as best result, the 90% of classification rate
[18], [20]. As a consequence, a simple
voice based verification system can be
used for applications where a high security
level is not required. Voice can be used in
multi-biometric systems [18].

B. Face recognition.

Face recognition is a non-intrusive
method that has advanced considerably in
the last decades. The most common
approaches to face recognition are: a) the
location and shape of facial attributes, b)
the global analysis of the face image that
represents a face as a weighted
composition of a set of canonical faces. A
face recognition system needs a generic
camera for face images, a very simple
recording phase. Furthermore, the
matching process is based on a high
number of features. In the last competition,
FRVT2002, the best obtained results was
the 90.3% of recognition percentage with a
FAR of 1% and the 71.5% of recognition
percentage with a FAR of 0.01%.
Experimental trial was performed on a
database of 37.437 individuals [16], [17].

C. lIris recognition.

The iris is the annular region of the eye
bounded by the pupil and the sclera on
either side [28]. Each iris is distinctive and,
like fingerprints, even the irises of identical

twins are different. Iris recognition systems
require special iris cameras with very high
resolution and infrared illumination abilities.
Using standard CASIA Iris database,
different methods have been developed for
iris based authentication systems. The
obtained results range from 92.64% (Boles
et al. [19]) to 100% (Daugman [22]).

D. Fingerprints recognition.

Fingerprints have been used for personal
identification since the 1880s, and the
matching accuracy using them has been
shown to be very high [7], [8]. Everyone is
presumed to have unique, immutable
fingerprints [27]. However, the probability
that a fingerprint with 36 minutiae points will
share 12 minutiae points with another
arbitrarily chosen fingerprint  with 36

minutiae points is 6.10 x 10-8 [21]. These
probability estimates show that fingerprint
matching is not infallible and leads to some
false associations. Today, the
implementation of a fingerprints based
authentication system is very simple and
inexpensive and shows interesting results.
A good system reaches the 99.4% of
recognitions percentage with a FAR of
0.01% and the 99.9% with a FAR of 1%
[17].

4. CASE STUDIED: THE JADE-S
PLATFORM

In this section our experience using a
multi-agent platform with a biometric based
authentication system is described. Starting
from the biometric agent owner setting,
x.509v3 digital certificates for agent
authentication and certification have been
personalized and used.

As framework we have chosen the JADE -
S platform, a FIPA (Foundation of Physical
Intelligent Agents) compliant multi-agent
plattorm. JADE-S is formed by the
combination of the standard version of JADE
with the JADE security plug-in [10], [11].
JADE-S platform supports some security
issues such as authentication, authorization,
permissions and policies, certificates and
certification authority. However, neither is
biometric authentication module provided
nor digital certificates with extended
information managed.



Several types of biometric authentication
systems could be used for user
authentication. A fingerprint based
authentication system for the JADE-S
platform has been proposed by the authors
in [2]. The whole platform as well as each
single agent can be activated only by
authenticated users. The activated agent will
own a digitally-signed X.509v3 certificate
containing owner personal information,
owner authentication information (matching
function and matching score) and the owner
reputation rating.

Our solution is based on a set of PKI
techniques including certification authorities,
private/public keys, and digitally-signed
certificates. With more details, the multi-
agent platform has been extended
implementing a new Login Module (LM) and
an enhanced Security Certification Authority
(SCA). The LM is able to deal with
username, password and fingerprint. The
SCA is able to deal with digitally-signed
X.509v3 certificates. In what follows, the
description of both JADE-S platform and
developed modules (LM and SCA) are
given.

A. The JADE-S platform

The Foundation for Intelligent Physical
Agents (FIPA) developed specifications for
the implementation of multi-agent systems.
The physical infrastructure in which agents
can be deployed consists of: the hardware
platforms, the operating system, the agent
support  software, the FIPA agent
management components: the Directory
Facilitator (DF), the Agent Management
System (AMS), the Agent Communication
Channel (ACC), and the Internal Platform
Message Transport.

According to the FIPA specifications, there
must be at least one DF agent per platform.
An agent can register its services in the DF.
The DF allows Yellow Pages services and
the agent can submit a query to the DF in
order to find the required service.
Furthermore, the DF maintains an accurate,
complete, and up-to-date list of agents. The
AMS is unique to the platform and is
responsible for managing the agent creation,
deletion and migration. The ACC routes
messages between agents within the agent

platform to agents resident on other agent
platforms.
JADE (Java Agent DEvelopment framework)
is a FIPA compliant software framework fully
implemented in Java language which
simplifies the implementation of multi-agent
systems. The platform can be seen as a
middleware providing a set of useful tools
that support the debugging and deployment
phase[11].
JADE-S is formed by the combination of the
standard version of JADE with the JADE
security plug-in [10], [11]. JADE-S includes
security features such as user/agent
authentication, authorization and secure
communication between agents into the
same platform. With more details:

- Authentication: a user must be
authenticated by providing a username
and password, to be able to own or
perform actions on a component of the
platform. Only authenticated users can
own AMS, DF, containers and other
agents;

Authorization: JADE -S uses the concept
of Principal as an abstraction for a user
account, an agent or a container. A
Principal must be authorized by the Java
security manager. The security manager
allows or denies the action according to
the JADE platform’s policy;

Permissions and Policies: a permission is
an object that describes the possibility of
performing an action on a certain
resource such as a piece of code, but
also executes that code. A policy
specifies which permissions are available
for various principals;

Certificates and Certification Authority:
the Certification Authority (CA) is the
entity that signs all the certificates for the
whole platform, using a public/private key
pair.

Delegation: this mechanism allows the
“lending” of permissions to an agent.
Besides the identity certificate, an agent
can also own other certificates given to it
by other agents;

Secure Communication: communication
between agents on different
containers/hosts, are performed using
the Secure Socket Layer (SSL) protocol.
This enables a solid protection against
malicious attempts of packet sniffing.
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B. The Developed Extensions

B1. The Login Module
The Java Authentication and

Authorization Service (JAAS) [9] allows:

: user authentication, to reliably and
securely determine the user which is
currently executing Java code;
user authorization, to ensure they have
the access control rights (permissions)
required for the requested actions.

According to the three paradigms
illustrated in the previous section (i.e. what
the user knows, what the user has, what the
user is), JAAS has been configured to deal
with  agent code ad agent owner
authentication.

The developed Login Module manages
the platform access system dealing with:

a. owner username and password,;

b. a stored key containing owner
credential;

c. owner fingerprint information.

The Login Module is depicted n Fig. 1;
the module is composed by the following
blocks:

JAAS LoginContext: it is responsible for
the authentication process. It reads a
configuration file, named “jaas.config”
and starts the appropriate
LoginModule.

JAAS LoginModule: it creates a
callback handler to acquire the user’'s
credentials. The credentials are sent to
the E-CSAI Authentication Service that
verifies them. If the verification is
positive, the object session is
generated.

E-CSAI Authentication: it verifies the
user’s credentials and returns “true” or
“false”. It checks also the username
with the associated password, verifies
the certificate  authenticity, and
performs the fingerprint matching.
Session object: it contains a Principal
Entity which is an authenticated entity
having shared state for trusted multi-
platform migration; a Public Credential
(a public key); and a Private Credential
(a private key).
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The triplet (username, password,
fingerprint) is adopted in order to have three
different authentication items and to prevent
Denial of Service (DoS) attacks for the
fingerprint verification process.

B2. The Security Certification Authority

Agent communications are managed with
an extended version of the X-Security 2.0
package [15]. X-Security 2.0 supplies a
secure model for inter-platform
communication, opening several secure
communication channels at the same time
also with untrusted networks (differently
from SSL).

X-Security 2.0 package has the following
basic functionalities:

a Security Certification Authority (SCA)
— SCA is an independent agent which
can temporarily or permanently
suspend, renew or revoke agents
digital certificates. It is not a part of the
platform (like AMS or DF);

a Security Module (SM) — SM is an
optional module that each agent adopts
for secure communications. If no
secure communications are required,
the agent use the standard Agent
Communication Channel.

The SCA has been extended adding the
described Login  Module (based on
fingerprint), a Registration Module (for the
enrolment phase), and a Certificates and
Keys Manager for X.509v3 certificates.

The Extensions field of the X.509v3
certificate contains:

the name of the function to use in the
matching phase. The function must be
shared by the SCA,;

the minimum score needed for a
positive match;

the owner reputation rating.

The developed SCA is able to deal with
the above items implementing the related
policies to grant or deny permission for
performing certain actions. A mobile agent
proves its identity to the platform by showing
its Identity Certificate, signed by a SCA. The
Certification Authority also checks against
the owner reputation level before to grant
the possibility of performing an action or
accessing to a resource.

e aron
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MODULE System
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Figure 2. Agent platform structure with the

emphasized SCA and Security Module.
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Figure 3. The extended SCA with the Login

Module, the Registration Module, and

Certificates and Keys Manager for X.509v3

certificates.

In Fig. 2, the agent platform structure with
the emphasized SCA and Security Module is
depicted. In Fig. 3, the new extended SCA
with the Login Module, the Registration
Module, and the Certificates and Keys
Manager is depicted. In the figure the
sequential steps of the enrolment with the
final certificate delivery step is also reported.

C. Experimental Results

It is well known that attempts to compare
biometric error rates with password and
token security have had only a limited
degree of success because the factors that
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influence security are substantially different
for  biometrics than for traditional
authentication mechanisms.

We have developed a new multi-agent
platform with the characteristics illustrated
in the previous sections in order to test the
feasibility of the proposed approach. We
have made use of 56 people, usually
attending our laboratory, to test the
authentication system easy-of-use. It is
worthwhile to point out that 2 people
refused to give us their fingerprints, while
the remaining 54 people were willing to
contribute. Experimental trials, conducted
with 54 fingerprint pairs, show the feasibility
of the system, which attained a 100% rate
of success.

5. CONCLUSIONS

Strong owner agent authentication implies
interesting discussions about the existing
trust models developed for intelligent
agents. Agent and owner reputation can be
considered as a single entity and a network
authority can temporarily or permanently
suspend or revoke digital certificates to
untrusted agents (users).

Some biometric methods can be
considered invasive (e.g. fingerprints, retina)
and may not be desirable as infringing on
privacy. To protect the privacy of the
persons involved, it is important that these
personal data are used with care. They must
be used if and only if they are necessary for
legitimate purposes. Personal data will not
be disclosed to the wrong persons and they
will not be processed without the knowledge
of the persons concerned. A Security
Certification Authority holds these issues in
high regard. Therefore, the use of agents
and the processing of personal data have to
meet certain conditions. These conditions
derive from the principles of privacy which
are laid down in many laws and international
treaties.

The use of biometric characteristics for
ownership determination, will allow an
increased level of security for all those
applications, like e-commerce, e-banking,
and so on, for which the determination of
agent ownership is crucial.
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